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Objective

This project will focus on the creation of a multi-device security control system.  The system will be able to pass commands from and to an undetermined number of security devices. Such a system will be service-oriented, that is, services are provided and used anonymously, without the user knowing anything about the provider.  

Introduction
In doing this project, I hope to learn more about cutting edge technologies such as TSpaces, and learn how they might be used in the future.  We are living in a rapidly changing world, largely governed by the presence of the internet, this is a world where inventions such as the Rio mp3 player and connected PDAs are rapidly changing the way we work, play and live.  Children in high school are beginning to forget what audio tapes are!  They are so used to CDs and other forms of digital recording, such as mp3s, that technologies such as these are becoming a thing of the past.  

The potential for TSpaces is huge, the ability to communicate based on the content of the ideas, rather than addresses enables a much more efficient way to communicate.  Many of the people working on TSpaces are focusing on developing the functionality in one way or another.  My project will focus more on a specific application of TSpaces.  I will demonstrate how TSpaces can be used to control a collection of devices of varying functionality and complexity.  TSpaces enables systems like this to share data easily and rapidly, enabling very complex behavior to take place.  My goal is to illustrate the degree of complexity a system such as TSpaces can handle, and a home or office security system can provide the framework and the potential for complexity for such a system.  

Specification

1. Background

With the advent of smaller personal communications technologies and simple, robust short-range communication protocols such as Bluetooth, small networked devices will be in abundance in the near future.  In such a chaotic environment where devices can easily go out of range, run out of battery power or go offline for whatever reason, the need for an efficient, simple communications protocol is a necessity.  While technologies such as Bluetooth address the lower level issues, technologies such as the Java-powered TSpaces will address the higher level concerns.  TSpaces enables entities to communicate without knowing the address of the intended recipient.  The focus instead is on content of the messages.  In such a system, entities communicate through a mechanism known as the tuple.  A tuple is simply a set of ordered values, of arbitrary length and content.  By designating one of the values as an identifier, meaning can be conveyed.  

For example, in the case of a universal remote control, if you wanted to open a garage door, you might issue a tuple with the following format, <”garage door”, “open”>. The garage door would listen for all tuples with the format <”garage door”, String>, this would accept open, close, and whatever other commands might be issued to it.  You don’t have to know anything about what does the job, only what you want to be done.  For example, you are on the road, in a hotel, with your PDA. If you want to print a document with your PDA, but don’t know where the closest printer is, you could write a tuple, <”print”, document>, the system will respond by finding your location, printing the document to the closest printer, and directing you to that printer.  

Currently, at IBM’s Almaden Research lab, one of the many TSpaces projects that the team is working on is interfacing the palm pilot with TSpaces in a simple, graphical way.  The system they are working on, called MoDAL, is similar to XML in that it specifies the content of documents, it can associate visual components with commands that can be issued to TSpace.  This interface provides the front-end functionality for interfacing with TSpaces, how the system actually handles the response is up to the specific implementation of the host system.  

One of the most important issues in managing a TSpaces environment is making sure that there are no conflicts in tuple meaning.  For example, looking at the printer example from above, it is easy to see a situation where two people might want to write different documents that happen to have the same name to the system, from different locations.  In this case, how is the system to know which document goes with which request?  As it is, TSpaces is a unordered collection of tuples, this is good for perfectly unstructured communication, but in many situations, there needs to be some sort of organization, a decided tuple format at the very least.  

2. Description of Functionality

The purpose of this project is to create a universal device controller system.  Such a system will be able to control and manage an arbitrary amount of devices connected to it, without knowing anything about their implementations or their interfaces.  The devices will be able to connect to the system knowing only what kinds of services they need, and can provide. If a group of devices is designed to work together, they will be provided with the capability to communicate using their own specific interface.  If any other devices wish to use this interface, they can be integrated seamlessly and dynamically.  When a device wishes to connect to the system, it will register, announcing its presence to the rest of the devices on the system.  

The central organizational structure, the datasharing server will be the component that handles all the communications between devices and provides all services, including the data sharing, control and typing service.

There will be three primary interfaces that every device must adhere to, the Data Sharing Interface, the Control Interface and the Device Typing Interface. Primary interfaces are defined to be those that all devices have in common.  Devices may also choose to communicate with each other using their own interfaces, depending on the individual function of the specific devices.  In addition, because the focus of this project is on security, there will be additional secondary interfaces that will be defined that are specific to the security aspect of the system. Secondary interfaces are those interfaces that are specific to the discipline of security. 

Data Sharing Interface
The devices will be able to communicate and exchange information amongst themselves via a standardized data sharing interface.  Devices will be able to write information to the database, which will be accompanied by the device id, and a time/date stamp so that the source and time of the information is known.  Devices reading information will thus be able to retrieve all the information associated with a specific device.  The user will be allowed to get the newest and the oldest information associated with an id.  The user will also be able to see the various ids that are connected to the system, and send commands to those ids.

Control Interface
The devices will also conform to a standardized control interface.  The control interface will enable a user to issue certain commands to the device, which include commands to receive sensory information and control the functionality of the device.  All devices, in conforming to this control interface, will allow a user or another device to query their interface and examine the different types of services that it offers.  This control interface will give the user the ability to look at the control system and examine the kinds of devices that are connected and the data that they are outputting.  Commands that may be issued to devices include both low-level commands and composite commands, which may be complex tasks, handled by more than one device.  

The user interface is handled exactly like any other device in that it too must adhere to the control, datasharing and device typing interfaces.  There will be a formatting device, which takes the unformatted output from the system and formats it in some sort of formatting language (MoDAL, HTML, XSL, etc.), giving it back to the system so that it can be retrieved by the user interface device for display in an organized fashion.  Basic functionality can be achieved by bypassing the use of the formatting device and formatting the output of the system in a predefined way.  

Device Typing Interface

The devices will adhere to a standard device typing interface.  This interface will allow devices to be categorized, and it allows device ids to be associated with a certain type of device.  Additionally, it allows types to be created, modified and destroyed on the fly.  Every device type will be associated with an interface, that is, what tuple formats it understands and what tuple formats it issues and listens for.  For example, the system may recognize the device with an id X to be of type “security robot”.  Type “security robot” may have an interface such as:  <”command”, ”move left”>, <”data” “motion detector 1”>, etc.

Security Focus

This particular implementation will focus on security devices.  As such there will be several additional interfaces specific to this application.  There will be alarm notifications, which a device can post, which will notify other devices that are listening and capable of responding to them.  There will be several types of sensors, including digital (on/off) and analog (many values).  Some of the different types of security devices are as follows:

· Robot monitoring system

· IR tripwires

· Vibration sensitive window systems

· Identification devices such as card readers, fingerprint identifiers, retinal scanners

· Security event database

· Security cameras

· Stationary motion detectors

· Electronic locking systems

· Monitoring station

· Robot patrol system

There are two major methods of device communication, simple and complex.  Simple communication refers to communication between the device and the datasharing server via a primary interface, that is well-defined and very straightforward.  Complex communication is the communication with other security devices.  This can be the direct exchanging of information, “subcontracting” other devices to perform a given command.  Devices using complex communication can bypass the Primary interfaces to communicate directly to other devices in their subsystem.  These bypass interfaces are defined in their own secondary interface.  

For example, let’s say that an intruder is detected, the controller issues a command to keep track of where the intruder goes.  The system is designed to respond to this command by indicating to the controller the current location of the intruder, or its best guess as to the current location of the intruder.  The sensor device that first detects an intruder will raise an alarm indicating that the intruder is detected, it will also write the circumstances of the alarm to the database using the data sharing interface.  The device will then broadcast the location of the intruder.  If another device detects motion, and determines that it is the same source of motion that triggered the alarm (using some algorithm, dependent on the distance and relationship between the sensor and its neighbors), it will broadcast the location of that same intruder to the other devices.  This communication among sensory devices is complex communication, the writing of the alarm information to the database would be considered simple communication.  

3. Constraints

Any device that is connected to the system must be able to interface to a LAN (using TCP/IP) through a proxy or some other means.  The IP address of the connected device is not important, as the only important thing is the service that it provides, rather than the physical location.  Therefore multiple devices can use a single IP address.  If the physical location is important, it can be requested and transmitted over the interface.  For example, all devices on one floor may be connected to one TCP/IP address via a wireless interface.  The interface between the devices and the TCP/IP proxy is dependent on the device implementation. 

In order to test the system, we will have to create some sort of device simulator, because the actual devices are not available.  We are going to demonstrate the final project with one device, a robot monitoring system.  The device simulator will simulate devices going on and offline throughout the system’s life, as well as inter-device communication and cooperation.  The device simulator will demonstrate both simple and complex communication between devices.

4. Computation

The system will be controlled by a simple GUI written in java.  This interface will be able to display a list of all the devices in the system, along with the possible commands that can be issued to them.  The user interface will also display the complex secondary commands that can be issued, and a brief description of them.  The User interface will also provide the capability to control the robot with more detail.  Whereas the interface to the other devices will be a simple list of commands and status display fields, the interface to the robot will be more graphical, displaying the output from the robots sensors and position in a more graphical way.  

There will also be a simulator user interface, probably graphical.  The simulator interface will control the device simulator.  The user will be able to simulate the raising of an alarm.  The user will also be able to connect devices to the system at anytime and disconnect devices, both gracefully and abruptly.  

Project Plan

1. Organizational Structure
Thomas Fischer will be doing much of the project implementation.  He will handle the robot specific software, the simulated device implementation, the simulator and the control application.  There are three electrical engineers working on the robot, they will help with the robot integration and the testing.  
2. Schedule - Implementation






















Development of the robot primary interface, secondary interface and the control application basics can occur in parallel, if labor is available.  These components are largely separate, and implementation details should be straightforward to resolve.  It is possible too, to develop the simulated device implementations in parallel with each other and with the robot interface development.  This is because each of these components interfaces with the system and is largely separate from one another.  The simulator will interact more with the simulated devices, and thus should not be developed in parallel with the other components(see fig 3).  Robot integration can be done as soon as the robot primary and secondary interfaces are completed, but it is not expected that the hardware will be ready for integration until this time.  

3. Resources

The system will be based on a Java-based technology known as TSpaces.  TSpaces, under development at IBM’s Almaden Research lab, is an anonymous communication technology.  It allows undefined devices to communicate to one another through the use of tuples.  Because of Java’s universality, the TSpaces software can run on any platform that supports Java.  The core of the system, the datasharing server will be constructed using the TSpaces platform.  The robot interfacing will be done using the JavaComm api, an interface that allows a Java programmer interact with PC comm ports.  

4. Deliverables

We will demonstrate this project by (1) showing a particular application, that of a robot monitoring and security system and (2) showing how the system would work with multiple devices connected to it.  In the latter case, we will create several simulations of popular security devices (a card reader, an IR motion detector, etc.) and will demonstrate their interaction with each other.  To demonstrate the functionality of the robot monitoring and security system, we will create a graphical interface that will drive the robot, allowing the user to issue commands and receive data from that device.  The interface will be written in Java, because of its universality and its simplicity.  

1. Primary and Secondary function implementations for the Robot Monitoring system

2. Control application (graphical, if time permits)

3. Simple simulated device implementation

4. Complex simulated device implementation

5. Device simulator + Interface

Design

The primary and secondary interfaces will be implemented as classes derived from the TupleSpace class.  The DeviceTupleSpace class will represent the mechanism through which devices communicate using their primary interface, this interface will be derived from class Tuplespace.  The SecurityDeviceTupleSpace class will be the mechanism through which devices will communicate using their secondary interfaces.  This class will be derived from class DeviceTupleSpace.  This is shown in the following diagram:


1. Algorithms

The DeviceTupleSpace will make extensive use of TSpace’s eventRegister mechanism, which provides callback capability.  This facility enables a device to asynchronously receive events.  The TSpaces system will be used in a way similar to the blackboard systems, where an undetermined number of processes can communicate using the same shared memory space.  In order to provide the DeviceTupleSpace with the timestamp and id features, we need to provide to devices the ability to view the set of tuples as ordered, either by time or by id.  To do this, we will provide methods such as newestRead, and oldestRead, which will get tuples corresponding to a specific template based on their age, as well as the other fields in the template.  

There will be times when a device will want to send a command to one specific other device on the system, to uniquely recognize devices and communicate to them, we have devised the device id interface.  This is within the primary interface (class DeviceTupleSpace), and it will use the tuplespace as a data repository to store current device ids in a list-like structure.  Commands to interface with this list such as getAllIds will be provided. Additionally, to make sure that all the ids are unique, there needs to be a mechanism to allocate ids, which should provide devices to request another id, or request a specific id, in case a device becomes abruptly disconnected from the system.  For instance, if a device gets disconnected, and their id is reclaimed by the system (after a timeout), there still may be tuples that are addressed to that id.  If the device comes back online, it needs to be able to check and see if its id has been reclaimed, if it hasn’t, then it should be able to re-use it.  Creating tuples that are addressed to a certain id or sequence of ids are known as directed tuples, or directed command events.  These tuples simply have another field in them which is a list of ids that it is intended for.  There may be cases when a device wishes to broadcast a tuple, or write a directed tuple to the system itself, these special cases will be handled through the use of reserved ids.

2. Data Structures

Besides TupleSpace, which is an unorganized collection of tuples, the DeviceTupleSpace will make use of a queue to organize directed command events (see the data sharing primary interface for a description of directed commands and tuples).  Why implement a queue when storing the commands in TSpace will do?  A couple of reasons, first, because the tuple is directed, we know that it is ok to take it from the system, because there is only one id that should be taking it.  Second, if the command depends on speed, then it would be more advantageous to asynchronously remove the commands from the system (which is networked and potentially very slow), and provide them to the local device when they are requested.  Forming a local queue is better than waiting until the local device requests the next command and then go and remove it from the remote server, while the local device waits.  

Because TSpace provides database capabilities, we can use it for much of the storage needs.  We can use the versatile TSpaces structure for much of our data storage, thereby eliminating or reducing the need for many complex data structures.  For instance, to provide the ability to uniquely identify devices that are connected, we will use TSpaces itself to store the contents of the idlist, rather than creating our own list for each device to maintain.  Additionally, to keep track of the next available free id, there will be a tuple which records this information, and whenever an id is allocated to a device, this id in the tuple will be incremented to the next available id for the next device to come along.  




3. Data Flow

The flow of data is difficult to determine, except in the simplest cases.  When you have objects posting tuples whenever they have some information to share, and taking/reading tuples, whenever they see interesting data, the data flow is very difficult to trace for the entire system.  For some of the commands, the process is a bit unclear and tracing the dataflow would be helpful in understanding what happens.

When a device registers for a command (either regular or interrupt), the following happens:

· A new callback object with the specified tuple template and type of registration (regular/interrupt) is created.

· This callback object is registered with TupleSpace.eventRegister and also stored as an object in a vector.

· When Tsserver invokes the callback, the command thread is notified, and a reference to the current callback object is enqueued to the “received messages” queue.

· The command thread reads the command specified by the callback object and executes the desired command.

The command thread is necessary to enqueue commands because the main device thread may be busy doing another task, which could take a long period of time.  If an interrupt command is received, we may want the device to abort whatever it was doing and respond to the new command, the command thread handles this.  The command thread is also in charge of posting broadcast updates, posting periodic messages to any devices that require them, and periodic status reports to the system.













4. Design Modules

There are two main types of interface that devices must implement – primary and secondary.  Within the primary interfaces, there are two main types, data sharing and control.  Secondary interfaces are specific to the individual devices. All devices will be ready to accept commands from the system, upon reception of these commands, they will execute the desired operation.  All devices can be put into a mode where they continuously broadcast their status to datasharing server.  Because this happens asynchronously, the structure will be more complex.  Rather than creating multiple threads, one to listen for commands, and one to broadcast status, we will make use of the function “eventRegister” to provide callback capability.  

Main Modules

There will be five main modules: the DeviceTupleSpace, the Controller User Interface, the SecurityDeviceTupleSpace, the Emulator, and the Emulator User Interface.  The DeviceTupleSpace implements the two Primary Interfaces: data sharing and control.  The controller user interface is a GUI written in awt or the new java JFC, swing. The interface will enable the user to interact with the security environment and issue commands to the system.  The emulator will control the virtual security devices, controlling them to make them act as if they were part of the system.  The emulator user interface will enable the user to issue commands from the devices’ point of view, issuing commands and requests to the system.  

The DeviceTupleSpace is the core of the system, providing the interface between the devices and the dataserver through tspaces.  The user interfaces enable the user to interact with the system and can vary greatly in complexity.  If time is short, they may even be implemented as a text-based menu driven interface, rather than a full-fledged gui.  

If time permits, the controller user interface will be adapted to provide more data regarding the internet security robot, in a more visual fashion.  The interface will display readouts about the status of the motion detector sensors and the ultrasonic sensors that are mounted on it.  It will also display its orientation and a static map of the room, showing the current position of the robot and any sources of motion (if they are detected).  

The main modules form the core of the security system, enabling basic user control, and simulation capabilities.  The DeviceTupleSpace interfaces with the secondary modules (the security devices) through the SecurityDeviceTupleSpace.  The DeviceTupleSpace offers a means of accessing the underlying TupleSpace, so that devices connected can implement their own secondary interfaces.  Any device interfacing with the underlying TupleSpace without using the methods defined in either of the primary interfaces is said to be implementing a secondary interface.  

The following diagram depicts the interaction between the modules.


Secondary Modules


Security devices come in many different types, each type having a different interface.  There are three main types, sensors, effectors, and controllers.  Within each device type, there are regular device subtypes and augmentor device subtypes.  Augmentor devices are devices that respond to complex commands.  They may not have a corresponding real device, but they process information and act as “subcontrollers”, translating a higher level command into a series of lower level commands.  The types are listed as follows:

Sensor Types

barrier sensor – divides the area into two spaces, any entity moving from one side to another must set off the sensor.  (IR tripwire, vibration window)

probabilistic sensor – detects events with a certain probability less than 100%.  Used for coverage of a larger area.  (Motion detector, fire alarm)

passive sensor – provides data for external processing (security camera)

passive (augmentor) – processes passive sensor data

identification sensor – special purpose sensor designed to recognize specific patterns (card reader, retinal scanner)

passive object tracker (augmentor) – tracks most probable location of target, using other sensors as inputs.

mapkeeper (augmentor) – responds to changes in the sensory data which may indicate a change in the environment. (other than an intruder)

event database (augmentor) – records sensory events

Effector Types

complex – the outcome of commands performed on a complex effector are known only to a certain degree (not 100%). (complex robots: robots that take high level commands and interpret them based on other conditions)

simple – the outcome of commands performed is exactly known (door openers, door locks, orientation of security cameras, lighting systems, fire control systems)

active object tracker (augmentor) – use resources to maintain a positive sensory lock on a target.

Controller Types
manual command originator (MCO) – introduces arbitrary commands into the system.  

automatic responder – in response to a state of inputs, a command sequence is outputted.

formatter (augmentor) – reads in the state of the system (or subsystem) and interprets it in such a way so that it can be understood by a User Interface.

The following diagram shows the inheritance model of the security system.



5. Component Composition

Primary Interfaces

The three primary interfaces are the data sharing interface, the control interface and the device-typing interface.  The DeviceTupleSpace class implements all of these interfaces.  They are described below.

Data Sharing Methods

The data sharing interface can either be written as a server side interface, where all tuples that are written to the space have date and/or time stamps. In this case, a read or write invoked on the TupleSpace will result in a Tuple with the date and the id.  All tuples will have date/id information.

It can also be written as a client interface, where tuples can either be written in the standard way, with no date/id information, or in the time/id formatted fashion.  This way the programmer can decide whether he wants to write time/id formatted tuples or regular unformatted tuples.  

There are two tuple formats used by the datasharing interface.  (1) The time/id format, in which the first field of the tuple is of type Date, representing the date that the tuple was written, and the second field is the id of the writing device.  (2)  Directed tuples - the same as (1) but the third field of the tuple is a list of all the device ids which are intended to receive the tuple.  Devices that wish to receive these tuples do so using the (take/read/scan) IdTuple functions.  When a device receives a directed tuple, it removes its id from the list and writes it back (in the case of a take).  

DeviceTupleSpace(String name, String hostname);


Create a named DeviceTupleSpace on the specified server.  A default ID is assigned to the DeviceTupleSpace, it may be overridden by the ID versions of the write/take/scan/read functions.

DeviceTupleSpace(String name, String hostname, ID id);

Create a named DeviceTupleSpace on the specified server, with the additional constraint that every tuple written through this tuplespace will be tagged with the specified id.

void timeidWrite (Tuple t);

void timeidWrite (Tuple t, ID id);


Write the specified tuple to the space, giving it a timestamp and an id stamp.  If no id has been specified, a default id will be assigned to the DeviceTupleSpace.
Tuple timeidRead (Tuple t);

Tuple timeidRead (Tuple t, ID id);


Read a tuple from device tuplespace. The first tuple found which matches the specified tuple will be read.  Note that only tuples properly formatted for DeviceTupleSpace will be considered.  That is, the tuple must have the time and id information.  Normal reads are still possible through the normal TupleSpace interface.  If an id is specified, then only device tuples with that id will be considered.

Tuple timeidTake (Tuple t);

Tuple timeidTake (Tuple t, ID id);


Take a tuple from device tuplespace, see timeidRead, above.  This is a low level method, for most purposes, takeIdTuple should be used.

Tuple timeidScan (Tuple t);

Tuple timeidScan (Tuple t, ID id);


Retrieves a list of all tuples that match the specified tuple, (and id).

Tuple newestRead (Tuple t);

Tuple newestRead (Tuple t, ID id);

Retrieves the newest tuple matching the specified tuple (and id).

Tuple newestTake (Tuple t);

Tuple newestTake (Tuple t, ID id);


Takes the newest tuple matching the specified tuple (and id).

Tuple oldestRead (Tuple t);

Tuple oldestRead (Tuple t, ID id);


Retrieves the oldest tuple matching the specified tuple (and id).
Tuple oldestTake (Tuple t);

Tuple oldestTake (Tuple t, ID id);


Takes the oldest tuple matching the specified tuple (and id).
Tuple readIdTuple (Tuple t);

Reads a tuple directed at the default id of the DeviceTupleSpace

Tuple readIdTuple (Tuple t, ID id);


Reads a tuple directed at the specified id.

Tuple takeIdTuple (Tuple t);


Takes a tuple directed at the default id of the DeviceTupleSpace
Tuple takeIdTuple (Tuple t, ID id);


Takes a tuple directed at the specified id.  If there is more than one id in the list, the tuple is placed back in TupleSpace without the id of the taking device.

Tuple scanIdTuple (Tuple t);

Reads a list of all tuples directed at the default id.

Tuple scanIdTuple (Tuple t, ID id);


Reads a list of all tuples directed at the id specified.

java.util.Date getGlobalTime();

Get the time as specified by the tuple <”DeviceTupleSpace”, “Global Time”, Date>

boolean checkIfidExists(ID myid);


Check the tuplespace if the specified id exists, scans through all tuples specified by <”DeviceTupleSpace”, “idList”, ID id>.

ID getID();


Retrieves the next available id.  Gets the tuple <”DeviceTupleSpace”, “nextid”, ID id>, and updates it, to the next available id, after checking to see if it exists or not.

boolean addID(ID myid);


Checks to see if the specified ID exists, if not, it is added.

IDList getAllIds();


Retreive a list of all the ids in a DeviceTupleSpace.

Control Interface Methods

void setBroadcastStatus(timeinterval, int numberOfPendingUpdates, Callback callback);


sets the broadcast status of the device, ‘timeinterval’ specifies how often the device is queried for an update.  ‘numberOfPendingUpdates’ specifies the maximum amount of updates that are to be in a DeviceTupleSpace at any given point in time.  The system automatically removes the oldest updates.  Callback is the function that is called to send the broadcast command, this callback function must return a tuple which is to be the body of the broadcast update.  Broadcast format: <”DeviceTupleSpace”, Date, ID, other fields...>

void sendCommand(ID id, Tuple t);


sends the specified tuple to the specified id or list of ids.

Tuple getNextCommand(Tuple t);


gets the next regular command that is directed at the current device.

void registerForRegularCommand(Tuple t);


registers this device for a regular command of the specified tuple template.

void registerForInterruptCommand(Tuple t, Callback c);


registers this device for a interrupt command of the specified tuple template.

void writeBroadcastUpdate(Tuple t);


writes a broadcast update, normally, everything is handled by setBroadcastStatus, there is no need to write an update, but there may be instances where writing an update at a non-regular interval is required.








Time Request tuple format
<”DeviceTupleSpace”, “requestTime”, Tuple t>

Device Typing Interface Methods

void addDeviceToType(int deviceId, String type);
associates the specified device id with the type identified by the string type.  The device id and the type must exist.

void addDeviceType(String type);

adds the specified string as the identifier for a device type, the specified device type must not exist.

void addDeviceType(String type, Tuple interface);

adds the specified device type and associates it with the specified interface, see below for the specification of the interface.  Neither the device type nor the interface can exist.

void addDeviceInterface(String type, Tuple interface);

associates the device type with a specific tuple interface.  The tuple must contain only tuples as its fields, as it is multi-written to tspace.  Each of the fields in this tuple contain a tuple that describes a particular aspect of the interface.  That is, each tuple is a template and also describes the type of operation associated with the template (does the device read or write this type of tuple, does it send or receive this type of command, etc.).  The type must exist, and the interface must not.

String getType(int id);


returns the type of the device, the string is a unique identifier representing the type of the device.  This information can be returned by posting the command (directed tuple)  <”request”, ”gettype”>, and listening for <”reply”, “gettype”, String type>. 

Secondary Interfaces

Throughout these descriptions, a reference to a command or a directed tuple always implies that the tuple has the header <”DeviceTupleSpace”, Date theDate, ID myid, “directed”, ID targetIDList>.

Class SecurityDevice
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Fig a2 - Overall System Design (second iteration)





Fig a1 - Overall System Design (first iteration)
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Fig a3 – Device Simulator
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Fig 2 – Inheritence
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Fig 4 – Interaction Diagram for a Regular Command (directed command)





Fig 6 – Security (Secondary Interface) Class Diagram
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Fig a4 – Interface Diagram





Fig 1 – Schedule





Fig a5 – Device/Primary interface depiction
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Fig 5 – Interaction Diagram for an Interrupt Command 






































Vector of callbacks – for directed messages
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